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Secure
Administration
Neono Intelligence Phone is not simply a mobile device, it’s
a smartphone platform for encrypted communications.
Developed by Neono Lab, it uses the strongest encryption
and runs a custom-built, Android-based OS that closes all
backdoors in standard Android devices.
Neono Intelligence Phone is managed remotely via the
Secure Administration System (SAS) named Neono-Nest.
SAS is your command center and lets you configure the
device, the OS, the applications and everything else. You
decide whether to have your camera working, or turn Secure
Phone into a normal phone.
Moreover, our propriety device does not depend on the
services of mobile carriers for voice calls. To make our
product reliable and safe, we developed a set of
applications, such as Neono Secure Voice for calls, that
dramatically reduce the attack surface. Also, amid the
preloaded apps are Neono Secure Email, Neono Chat,
Neono Secure Folder, Neono Firewall, Neono Backup, etc.

Threats to Privacy
The problem lies in the answer to the question:
“What is your smartphone capable of revealing about you?”
No, we can’t live without smartphones. On the contrary. According to Statista, an online
statistics aggregator, the number of smartphone users for 2016 is forecast to reach 2.08
billion. Undoubtedly, the pocket-size mobile devices bring convenience to our lives.
But engrossed by the bustle of life, we can be careless. We allow our smartphones to
automatically remember login passwords for access to email, social networks, banking
portals, VPN and other accounts. The smartphones are always with us and anything we do
on them, and any information we store, is at risk of being snooped on.
There is a plethora of threats to the safety of our smartphone communication. And to
understand the real value of Secure
Phone, we need to examine them, i.e. device manufacturer services, mobile service
providers, applications, metadata, baseband hacking, silent SMS, man-in-the-middle
attacks, malware, etc.

Device Manufacturers require you to enroll with your email address when you buy a new phone.
Naturally, you accept a set of Terms & Conditions that contain important information about the types of
data the manufacturer has access to. Moreover, smartphones do not come as empty pieces of plastic, they
have preinstalled apps, some of which are essential to mobile communication, such as the ones for email,
calls and text messages. However, few know that the companies which develop and implement these apps
and services have access to anything that goes through their systems.

Mobile Service Providers are not really forthcoming in detailing exactly what data they collect. The
model of smartphone use is such that even before you start, you must submit tons of your data to get
authorized access to services. And you sign Terms & Conditions which generally remove all liability of
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service providers regarding the way they collect and handle your info. At any time, mobile carriers know
your whereabouts, who’s calling you, who you are calling and where your text messages are headed.

Threats to Privacy
Silent SMS is exactly what it sounds like. It’s a stealth message that you never realize
you have received. Silent messages do not show up on the phone’s display and do not
trigger any sounds. They are used to pinpoint your exact location and create a movement
profile. Often, governments request mobile operators to use Silent SMS and capture data,
such as International Mobile Subscriber Identity also referred to as IMSIs.

Applications enable our daily communications. But how many know that advertisers pay
app developers to get access to you? Applications collect data from your phone and
transmit it back to them. Moreover, when we install an app, we accept another layer of
Terms & Conditions stating what permissions are needed in order for your app to operate.
They let you know what they have access to, but there is no control over what they do with
the info you give them.

Man-in-the-Middle Attacks (MitM) are what you think they are. It’s a cyberattack
where you, for example, insert yourself into the conversation between two of your friends.
You then impersonate both of your friends and gain access to the information they are
trying exchange. It goes without saying that MitM attacks are used to eavesdrop voice calls
and manipulate the information they acquire.

Malware is malicious software that is equally dangerous for your computer and your
smartphone. It is an umbrella term that includes viruses, spyware, ransomware, Trojan
horses, worms, etc. No one is safe from malware; it is spread through the apps on your
smartphone and other venues, such as advertising and upgrade attacks.

Baseband Hacking is a refined way of intercepting cellular calls. It feeds on the
vulnerabilities found in the chips and firmware of smartphones. At its core, it’s an attack on
the phone’s baseband processor that turns it into a listening device. This in turn allows the
imposter to eavesdrop on your conversations.

Metadata is today’s private detective. Simply put, it’s data about data, or the digital trail
between you and the person you are communicating with. For example, when we use chat
to communicate, the content of our communication is not the only information we send. We
also send data about the communication that allows it to successfully reach its intended
recipient. And bear in mind that this info about your communication may include:
The location it originated from
The device it originated from
The precise location of the device
Thetimespanatwhichthe messagewasmadeandsent
Email address of sender/recipient, IP address, address book information, etc.
The collected metadata can be analyzed and used to form profiles, detect patterns of
behavior, monitor people’s interactions and make predictions about future actions. As a
former NSA director put it pithily: “We kill people based on metadata.”
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